
Janet Murnane
Deputy Attorney General
109 State Street
Montpelier, VT
05609-1001

February 12, 2010

Dear Ms. Murnane:

The ACLU of Vermont and its supporters have become concerned that prosecuting 
authorities nationwide are obtaining information from mobile telephone carriers which 
enables police to track the location of individuals’ mobile phones without the 
constitutionally required showing of probable cause.1  Given the widespread nature2 of 
this illegal practice, the ACLU of Vermont wishes to determine the manner in which the 
state obtains mobile telephone location data, regardless of whether it possesses probable 
cause when doing so.

Accordingly, the ACLU of Vermont tendered a public records request to the Attorney 
General’s office on February 5, 2010.3  Our request seeks records pertaining to (1) the 
Attorney General’s efforts to obtain mobile telephone location data via court order, and 
(2) the Attorney General’s efforts to obtain mobile telephone location data outside of 
judicial oversight. 

Shortly after receiving our request, your office denied it in part.4  This letter constitutes 
the ACLU’s appeal of that denial, pursuant to Vt. Stat. Ann. tit. 1, § 318(c)(1).  

1 See generally Ellen Nakashima, Cellphone Tracking Powers on Request: Secret Warrants Granted  
Without Probable Cause, Wash. Post, Nov. 23, 2007 at A1 (reporting that the federal government is 
“routinely asking courts to order cellphone companies to furnish real-time tracking data so they can 
pinpoint the whereabouts” of suspects, with some judges granting access to such data “without 
requiring the government to demonstrate that there is probable cause to believe that a crime is taking 
place or that the inquiry will yield evidence of a crime”) (enclosed).  

2 See, e.g., Declan McCullagh, Feds Push for Tracking Cell Phones, CNet News, Feb. 11, 2010, 
http://news.cnet.com/8301-13578_3-10451518-38.html (“Obtaining location details is now 
‘commonplace,’ says Al Gidari, a partner in the Seattle offices of Perkins Coie who represents wireless 
carriers.  ‘It’s in every pen register order these days.’”) (enclosed).

3 Letter from Dan Barrett, ACLU of Vermont, to William Sorrell, Vt. Att’y Gen. 1 (Feb. 5, 2010) 
(enclosed) (hereinafter “ACLU Request”).

4 Letter from John Treadwell, Vt. Att’y Gen.’s Office, to Dan Barrett, ACLU of Vermont (Feb. 11, 2010) 
(enclosed) (hereinafter “AG Response”).
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Requests to be issued court orders for mobile telephone location information

Our first request seeks “[a]ny record(s) showing requests filed by the Attorney 
General’s office in any court since January 1, 2008 for the obtainment of mobile 
telephone location information from any telecommunications provider or mobile phone 
carrier.”5  As a means of assisting your office with responding to our request, we 
suggested that its response include, but not be limited to, “(a) the date on which the 
request was filed, (b) the court in which the request was filed, (c) the docket number and 
name of the matter, and (d) the name of the telecommunications provider or mobile 
phone carrier from which the data was sought.”6

Rather than identifying individual records that were responsive to our request, however, 
your office denied our request in totality on the basis that “[a]ny records” identified by 
our request are purportedly exempt as records dealing with the detection and 
investigation of crime, Vt. Stat. Ann. tit. 1, § 317(c)(5).7  In so doing, your office has 
taken the confounding position that it will refuse to identify even the caption, court, and 
docket number of matters in which it has filed requests for the obtainment of mobile 
telephone location information from any telecommunications provider or mobile phone 
carrier – regardless of whether litigation has concluded or whether a valid sealing order 
has been issued with respect to a warrant application or return.

It seems to us that the Attorney General’s initial denial of our request does violence to 
Vermonters’ basic expectations of open government, and is plainly untenable as a matter 
of law.  Vermont state and local government agencies may not simply refuse to furnish 
public records without enumerating which, if any, records falling within the purview of a 
request are subject to a public records exemption.8 

With respect to the substance of your unqualified denial, we are aware of no authority 
standing for the proposition that a public agency may conceal routine information such as 
court names, case names, and docket numbers from the public – items all made public by 
the district court docket statute.9  Further, as warrant applications become part of the 
publicly accessible record upon their filing with a court absent a valid sealing order,10 it is 
to be expected that many of the records falling within our request will not be subject to 
the crime detection exemption at all.  

Requests for location information outside of court authorization

The second portion of our February 5th request asks the Attorney General to turn over 
“record(s) showing requests made . . . to any mobile phone carrier or telecommunications 
provider since January 1, 2008 for the obtainment of mobile telephone location 
information absent a court order mandating that the carrier or provider furnish the 

5 ACLU Request at 1.
6 Id.
7 AG Response at 1.
8 Finberg v. Murnane, 159 Vt. 431, 438 (1992).
9 See Vt. Stat. Ann. tit. 4, § 693 (mandating that the district court “shall keep on file and preserve all 

process, pleadings and papers relating to causes in the district court which . . . shall be subject to 
inspection and examination by parties interested in those causes”).

10 State v. Tallman, 148 Vt. 465, 472 (1987) (“After an affidavit [of probable cause] is reviewed by a court, 
access to the document is governed by” Vt. Stat. Ann. tit. 4, § 693); In re Sealed Documents, 172 Vt. 
152, 158, 161-164 (2001) (Tallman renders “the supporting materials filed by the State, including the 
application, affidavit, and inventory” public records, unless validly sealed).



information.”11  Your office denied our request on the grounds that it “has been unable to 
identify any records that appear to fall within” this second query.12  

This second category of information sought includes instances in which the Attorney 
General has requested mobile telephone location information entirely outside of judicial 
oversight.  Occurrences falling under this category include the issuance of a subpoena or 
any verbal, written, or electronic13 request to a mobile carrier for location data without 
having first obtained express court approval to do so.14  If your office has read our request 
to include these instances and is nonetheless unable to locate any such records, we 
appreciate your attempts to locate them.  If, on the other hand, this letter’s explication 
assists the Attorney General in locating qualifying records, we request that your office 
produce them or identify, on an individual basis, a valid exemption excusing their 
production.

In short, the ACLU of Vermont remains hopeful that the Attorney General’s office does 
not truly adhere to an internal policy of denying all public records requests that seek 
information about its prosecutorial activities.  We respectfully invite you to abjure the 
position taken by your office in its Feb. 11th denial and kindly provide us with the 
records requested.

Yours sincerely,

         /s/

Dan Barrett
Staff Attorney 

11 ACLU Request at 1.
12 AG Response at 2.
13 See generally, Kim Zetter, Feds ‘Pinged’ Sprint GPS Data 8 Million Times Over a Year, Wired Threat 

Level, Dec. 1, 2009, http://www.wired.com/threatlevel/2009/12/gps-data (revealing that mobile carrier 
Sprint PCS has constructed “a previously undisclosed web portal that Sprint provides law enforcement 
to conduct automated ‘pings’ to track users. Through the website, authorized [federal, state, and local] 
agents can type in a mobile phone number and obtain global positioning system (GPS) coordinates of 
the phone”) (enclosed).

14 Such informal – and patently illegal – procedures are also widespread.  See Charlie Savage, F.B.I.  
Violated Rules in Obtaining Phone Records, Report Says, N.Y. Times, Jan. 21, 2010, at A1 
(summarizing a U.S. Department of Justice audit as concluding that the “Federal Bureau of 
Investigation improperly obtained calling records for more than 3,500 telephone accounts from 2003 to 
2006 without following any legal procedures,” garnering records in some instances via “requests on 
Post-it notes.”) (enclosed).


